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COMMUNITY VISION & STRATEGIC PLAN OUTCOMES  
6 We Achieve 
6.3 We aim to provide good governance practices and compliance with all legislative 

requirements in delivery of services. 
6.4 The use of technology is maximised to ensure that records, data and information 

systems are maintained to a high standard. 
 
 
PURPOSE 
 
The purpose of this report is to provide Council with information in relation to an Audit 
Process that Council has been required to participate in, by the State Government 
Auditor General.  
 
 
RECOMMENDATION 
 
Council receives and notes the report (AR20/1643) dated 13/01/2020, submitted by the 
Director City Services concerning Information Report – Auditor General Cyber Security 
Audit”. 
 
 
BACKGROUND 
 
In December 2019, Council was informed that Port Augusta City Council had been 
randomly selected to be subject to an Audit for ‘Examination of the cyber security within 
Local Government’ by the State Government Auditor General, under the Public Finance 
and Audit Act 1987. Refer letter dated 16 December 2019 – attached.  
 
 
DISCUSSION 
 
Council welcomes the external review of systems and processes to ensure that our 
practices meet current industry standards and to mitigate any risk to the organisation. 
The Audit is being conducted on two metropolitan and two regional Councils.  
 
The Audit process commenced at the start of January, and has required the input of 
Council’s Information Services Team, to provide background documentation, and assist 
with facilitating access to Council Information Technology Systems. The Audit will 
address Council external facing website, policies and procedures, an include vulnerability 
and penetration testing. 
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All activities to date have been conducted externally. The Auditors will be onsite in the 
last week of January to conduct further audit activities. 
 
The Auditor General has advised that any issues that are identified throughout the audit 
process will be passed onto Council as they are found, to allow Council the opportunity 
to mitigate and address any organisational risk in a timely manner. 
 
A draft report will be provided to Council’s Information Services Team to provide 
comment, prior to the report being finalised for submission to Parliament. 
 
The Auditor General has requested that all information in relation to the Audit is to be 
retained in confidence until such time as the final report is tabled in Parliament. 
 
 
CONFIDENTIALITY PROVISIONS 
 
The Council is satisfied that, pursuant to Section 90(3)(j) of the Act, the information to 
be received, discussed or considered in relation to this Agenda Item is information the 
disclosure of which would divulge information provided on a confidential basis by a public 
authority - Auditor General. It is considered that the open discussion in relation to the 
Audit, the disclosure of which would breach the Council’s obligation to maintain 
confidentiality, should be considered under confidential provisions. 
 
In addition, the disclosure of this information would, on balance, be contrary to the 
public interest.  The public interest in public access to the meeting has been balanced 
against the public interest in the continued non-disclosure of the information.  The 
benefit to the public at large resulting from withholding the information outweighs the 
benefit to it of disclosure of the information.  The Council is satisfied that the principle 
that the meeting be conducted in a place open to the public has been outweighed in the 
circumstances because the disclosure of the Audit information may severely prejudice 
Council’s Cyber Security and breach confidentiality requirements imposed by a public 
authority. 
 
Having considered this agenda item in confidence under Section 90(2) and (3)(j) of the 
Local Government Act 1999, the Council, pursuant to Section 91(7) of that Act orders 
that report, attachments, discussions and minutes be retained in confidence for a period 
of 12 months or until such time as advice is received from the Auditor General that the 
information can be released, and that this order be reviewed every 12 months. 
 
 
Melissa Kretschmer  
13/01/2020 
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